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Civil society organisations involved in the World Summit on the Information Society (WSIS) process consider it to offer a unique framework at the international level, where visions can be shared among a variety of stakeholders and cultures and where basic agreements on future policies could emerge.

Given the breadth and complexity of the issues involved, an integral vision of information and communication societies is essential. A partial approach is likely to result in policies that could further deepen both digital and social divides or that could exacerbate other negative impacts that are emerging.

Despite the wide range of thoughtful responses to the WSIS draft documents civil society organisations  remain concerned that several key areas are inadequately addressed or have not achieved consensus. 

This document is based on that presented on behalf of the Civil Society Working Group on Content and Themes to the Intersessional Meeting in Paris on 15 July 2003. It incorporates further amendments on human rights and disability. The document sets out those issues that constitute priorities for civil society. 

This document is released, without further endorsement, as a consultative paper. Comments, to be received by 22 August 2003, will assist the drafting of a new civil society statement for Prepcom 3.

[# BEGIN Rainer Kuhlen #
Preamble for Civil society Priorities Document
Towards human-rights based, democratic, participative, inclusive and sustainable information and communication societiesCivil society organizations welcome the WSIS as a chance to build information and communication societies where everyone will not only have the abstract right to take advantage of the potentials of information and communication technologies and services but also the concrete chance to use these technologies and services for a better and more justice life and where the ways how information and communication processes are organized will not hinder the chances of future generations to build their own new knowledge on the basis of already existing knowledge. Information and communication societies need to be inclusive and sustainable.
The world is far away from making these objectives of inclusiveness and sustainability come true. The main contradiction of contemporary world society consists in the fact that 
· on the one hand, knowledge and information is freely available on a magnitude that human mankind has never dreamt of in the past, but only for the happy few information-haves, and 
· * on the other hand, knowledge and information can be and is increasingly made a scarce resource which can be controlled and from which many, if not the majority, can be excluded, and this also to an extent that human mankind has never been afraid of.
To overcome this divide and to solve this contradiction for the improvement of life quality for all is the main challenge of contemporary societies.Therefore civil society organizations call for the unhampered and non-discriminatory use of knowledge and information and for the free exchange of knowledge. Information and communication rights are the main means in contemporary information and communication societies to obtain and further the objectives of all human rights, of democratic, inclusive and sustainable development.
Civil society organizations questions the increasing privatization and commercialization of knowledge, information and communication processes. Market forces alone, globalization in a commercial framework, 
· cannot overcome the information and communication divides, 
· * is not a guarantee for furthering democratic structures and sustainable individual and societal development, 
· * is not a guarantee for saving and furthering cultural and media diversity, for enhancing capacity building for everyone, for supporting creativity in art, science and software development, for overcoming gender barriers and those for disabled and otherwise handicapped people.

Civil society organizations see the need to overcome the obsolete barriers of the old intellectual property rights regimes (both with respect to copyright and patent regulation) which is contra productive to creativity and economic innovative power, inefficient for the protection and recognition of the rights of producers/authors and definitely prohibitive to end-users´ and consumers´ interests.

Civil society organizations see the need for alternative models for the production and exchange of knowledge and information, for instance 

· new open and self-organized publishing models in science and software production, community-based communications, 

· * in particular the need for securing and financing the global knowledge commons, the commonwealth of human knowledge, and also 

· * to develop new models for building information and knowledge competence on all levels of education and training, all of the world

· * to develop new balancing models for financing the programmes and actions needed to overcome the digital divide

Civil society organizations believe in the possibility of information and communication societies where the willingness to share knowledge and information, to make access to information open and freely available to everyone, to respect and protect the privacy of everyone when using knowledge and information and taking part in communication processes is considered higher values rather than making knowledge and information a private proprietary and scarce good and having control over private data be it commercially-based or driven by security interests of governments.

Information and communication societies cannot be built by governments and economy alone. We, the people, gathered together in many civil society organizations, have mainly contributed to the development of the electronic world and the electronic services in the past, in general without any commercial objectives and interests. The world cannot overcome the divides and contradictions so obvious in contemporary societies when civil society organizations are not respected as equal, competent and responsible partners in building information and communication societies.
#END Rainer Kuhlen #]
[# BEGIN Louis Pouzin #

Rainer & others,Preamble is fine. Perhaps one suggestion.There could be a mention of the real danger created by private or state monopolies in using ICT for disinformation and opinion manipulation, while stamping out other sources of information.
#END Louis Pouzin #]
Human rights

An information and communication society that has people and human needs at its centre should be based on human rights and human dignity. As stated by more than 170 governments at the World Conference on Human Rights in 1993 in Vienna, human rights are universal, indivisible, interrelated and interdependent, and their protection is the first responsibility of governments. Since the advent of information and communication technologies offers both opportunities and threats for those rights, governments should reaffirm and fulfill their commitment in this new context where many human rights enshrined in international law encounter specific challenges.

The WSIS should recognize the centrality of all human rights ­ civil, political, economic, social and cultural ­ to democracy, the rule of law, and sustainable development. Therefore, human rights should figure prominently throughout both the Declaration of Principles and the Plan of Action, and WSIS should concentrate its efforts on devising concrete strategies to see that the rights recognized in international law are effectively implemented.

The WSIS should promote the development of an enabling environment where national and international ICT policy and legislation are implemented with due respect for human rights principles. Similarly, the WSIS should refer to improvement of human rights standards, such as human and social development, democracy, participation in the communication process and access to information, as focus points for setting goals and measures for progress.

We urge government delegates to retain reference to the international bill of human rights as a whole and in particular to rights  that make possible new platforms for real community-based and people-centered communications. These should be called communication rights and are of immediate and direct concern to the development of inclusive information and knowledge societies.

[# BEGIN Kuhlen #

Human rights: I have the feeling, that the whole paragraph needs both be shortened – there is no need to repeat the status of human rights in general– and explicitly be referred to rights with direct relevance to information and communication. Maybe we could elaborate here in more details about a right to communicate or “communications rights” – there is a draft proposal for communication rights as presented at the Intersessional Meeting in Paris which can be used as a basis.

Additional comment  from Heike Jensen (gender): in the third paragraph between “democracy, participation” please add "gender equality"
# END Kuhlen #]
[#BEGIN Marzouki #

The HR section of the document is fine and includes (last sentence) inputs from the Communication Rights caucus.
#END Marzouki #]
Sustainable democratic development  
An equitable Information Society must be based on sustainable economic and social development and democratic principles. Information and Communication Technologies (ICTs) have great potential for developing more democratic, transparent and participative processes of governance, from the local to the international level, which should be more explicitly supported in the Action Plan.  But technologies also have the potential of enabling the perpetuation and expansion of existing, undemocratic power relations and inequalities within and between peoples and nations.  Democratic and sustainable development of the information society can therefore not be left solely to market forces; in order to balance commercial objectives with legitimate social interests, recognition should be given to the need for appropriate regulation and development of public services, and the principle of equitable access to services and affordable cost should be reaffirmed.

Communities must also be empowered to develop their own productive forces within the information society, in particular to participate in its development and sustenance through fully democratic processes that allow them to share control of the decision making around economic, cultural, environmental, and other issues regarding ICT-based projects.

The action plan should address proposals to support community-based communications using both traditional and new media and communication technologies and to develop and nurture the discipline of community informatics, which responds to the particular characteristics and needs of communities, in relation to design, development, deployment, and operation of ICTs, as well as local content production.

ICTs should be used as an instrument for the creation of genuine and sustainable sources of work, thus providing new labor opportunities, above all for those who have been excluded from the formal employment system, as well as those affected by labor discrimination, such as the disabled and vulnerable groups (including those infected with HIV, the elderly, former drug addicts, former prisoners, ex-servicemen).

ICTs can contribute to sustainability, but their use is also creating new environmental hazards.  In view of mainstreaming ICTs into sustainable development, the action plan should include concrete proposals and policies to: develop renewable energy resources, particularly for remote communities; improve resource efficiency; dematerialize and reduce waste; increase the useful life of hardware; improve recycling conditions, ensure safe disposal of discarded ICT hardware and parts and encourage the development of alternatives to toxic ICT components.

[# BEGIN Kuhlen

Sustainable democratic development: To my impression this paragraphy binds two different (of course related) topics together: sustainable development and democratic (including the labor aspect) development. Would that not be more plausible if these aspects are dealt with separately? 

Instead of talking about an “equitable infsoc” at the beginning of this paragraph we should use the term “inf and comm soc”; in the rest of the sentence. Not only economic and social development should be mentioned but also cultural development.

The whole aspect of sustainability with respect to information and communication should be clarified. In the “Charter of Civil Rights for a Sustainable Knowledge Society” (from civil society organisation in Germany) we have used the following formulations – maybe some of them can be used in the priorities document.

· A knowledge society is sustainable when development in the North is no longer carried out at the expense of society is sustainable when it preserves and promotes historically achieved human and civil rights for future electronically determined environments.

· A knowledge society is sustainable when access to knowledge is unhampered and inclusive. It is sustainable when it promotes cooperative forms of knowledge production as the basis for innovation and creativity.

· A knowledge society is sustainable when its knowledge forms the basis for effective means of preserving our natural environment. The increasing consumption of natural resources currently threatening our environment is in part a result of the mass propagation of information technologies.

· A knowledge society is sustainable when access to knowledge and information provides all peoples of the world with the opportunity for self-determined development in their private, professional and public lives. It is sustainable when it preserves for future generations access to  diverse media and information resources.

A knowledge society is sustainable when development in the North is no longer carried out at the expense of the South and when the potential of men is no longer realised at the expense of women
# END Kuhlen #]
Global knowledge commons 

The Declaration should include, as a principle and theme, the maintenance and growth of the commonwealth of human knowledge as a means of reducing global inequality and of providing the conditions for intellectual creativity, sustainable development and respect for human rights. The privatisation of knowledge and information through copyright, patents and trademarks is ceasing to be an effective means of rewarding creative endeavour or encouraging innovation. Instead it is contributing to the growth of inequality and the exploitation of the poorest peoples and communities.

The Action Plan must defend and extend the global knowledge commons, through public policy and investment in open source and open content, including both applications and human capacity development, as well as through access to public communication platforms for sharing of knowledge and information. The Action Plan should commit to a fundamental review of the impact on poverty and human rights of current arrangements for recognition and governance of privately held knowledge and information, including the work of WIPO and the functioning of the TRIPS agreement.

The Action Plan must recognize the pivotal role of people living in extreme poverty in the dialogue between all parties, contributing their experience and knowledge.  It should give particular attention to measures to maintain knowledge diversity and to protect the knowledge pool of indigenous peoples, especially botanical and agricultural knowledge, against "information mining" and other unfair exploitation.

[# BEGIN Kuhlen #

Global knowledge commons: the idea of a commonwealth of human knowledge is great. But I have the impression that too many topics are mentioned here, which can better be dealt with separately. I think there is definitely a need for an extra paragraph on what traditionally legal people continue to call intellectual property (rights). We should make very clear that this is an obsolete concept which fails to stimulate creativity and economic innovation. The critical position against WTO, GATS (not GATTS as mentioned in a later paragraph !!!), TRIPS, but also against the new EU directive should be made stronger. There is a need for an international moratorium on the debate on “intellectual property rights”, a complete new approach to intellectual rights in electronic environment which are not property rights, maybe: producer’s right to be referenced and be acknowledged. There is also a need for a strong civil society position against the “patentification” of software (should be coordinated with the remarks on open software in the chapter about access – although this may turn out to be an extra chapter/paragraph, cf. comments on security, too).

We do not talk here explicitly about free and open access (the later paragraph on access and infrastructure mainly refers to the inf and comm infrastructure); free access does not only mean the right to receive information (to “read”), but also the right to “sky-write” one’s own ideas and thus contribute actively in the communication processes (right to “write” and right to “communicate”). We should also sharply criticize here the increasing use of blocking access to information by using filter/blocking software (on the basis of often uncontrolled rating systems), in particular when used by employers without the knowledge of their employees or by governments to block politically incorrect information (this should be coordinated with the security paragraph)

Additional comment  from Heike Jensen (gender): third paragraph – after “people living in extreme poverty,” please add: "the large majority of who are women",  then: “in the dialogue ….”

# END Kuhlen #]

Literacy, Education, and Research 

Literacy, education and research are fundamental components of information and knowledge societies. Knowledge creation and acquisition should be nurtured as a participatory and collective process and not considered a one-way flow.  But only an informed and educated citizenry with access to the means and outputs of pluralistic research can fully participate in and effectively contribute to knowledge societies.

Urgent attention should be paid to the potential positive and negative impacts of ICTs on the issues of illiteracy in national and international languages of the great majority of the world’s people.  Literacy, education, and research efforts in the Information Society must include a focus on the needs of people who have physical impairments and the elderly.
The action plan should devote attention to the tools, facilities and resources that enable lifelong learning.  Capacity building designed to empower individuals and communities in the Information Society must include, in addition to just basic literacy and ICT skills, information literacy (i.e. the ability to find, appraise, use and create information) and should stimulate the desire for learning.  Publicly funded and independent writing and research, in all parts of the world, are essential for building a pluralistic and diverse body of knowledge.  Gender sensitive educational programmes and appropriate learning environments including e-learning must be developed to increase women’s access to education and employment.  
Computer and information science professionals must be encouraged to perform the continuous task of educating the public about both the social risks and benefits of existing and emerging technologies within the information society.
Governments should invest in nation-wide "backbones" providing access to scientific, cultural and educational information covering all categories of inhabitants, with support through continuous programs for research and development of educational resources and services.

[# BEGIN Kuhlen #

Literacy, Education, and Research: Again, I propose a split of this paragraph: (1) the topic of literacy and (2) the challenge of finding new form how research and the distribution of scientific knowledge needs to be organized. 

With respect to literacy I prefer “information  and communication competence”. 

The last paragraph of this chapter emphasizes the role of government – this is very vaguely formulated. 

The new topic should concentrate on new ways to have the publication processes in science organized by scientists themselves (or by scientific societies) as alternative models to the continuing and increasing commercialisation and private exploitation of scientific knowledge by publishers. We should mention here the activities of initiatives for making knowledge publicly and freely available, such as Open Archive Initiative (OAI), SPARC, Public Library of Science (PLOS) and others. We should also mention and support the IFLA statement (International Federation of Library Association) and support the role of libraries and other public information organisations, in particular as intermediaries and public access points in the countries of the South.

# END Kuhlen #]

Cultural and linguistic diversity 

The Declaration should adopt as a statement of principle the need to respect cultural and linguistic diversity. Communications media and information technologies have a particularly important role to play in sustaining and developing the world's cultures and languages. The implementation of this principle requires support for a plurality of means of information and communication including community-driven communications initiatives.

The Action Plan should promote legislative, regulatory, technological and financial measures to support communications media and information pluralism; and should allow for specific safeguards against the concentration of media ownership in either corporate or government hands.  It should reinforce rights of access to the media and the means of information and expression for all peoples, including indigenous peoples and other discriminated groups as well as other linguistic and cultural minorities. The Action Plan should support the development of public service broadcast media including community media. 

The Action Plan should support new information and communication technologies, which can reinforce cultural and linguistic diversity through, for example, translation, voice recognition and other means of transcending cultural and linguistic barriers.

[# BEGIN Alain Ambrosi #
The only amendment I propose concerns the "Cultural and linguistic diversity"  paragraph which is in my view way behind what has been discussed and assessed in many CS discussions since the Bamako and Bucharest meetings and also at UNESCO and other cultural entities as the OIF (francophone) OEI (ibero-american states) and multiple indigenous caucus.the text must be a lot more firmer in the "promotion" of the cultural diversity and not only "respect".It should be formulated like:"The Declaration should adopt as a statement of principle the fundamental commitment to respect and promote cultural and linguistic diversity and support the idea of an International Covenant on cultural diversity"(The second part on the international covenant should be put in a different sentence or in the Ation Plan section)
# END Alain Ambrosi #]
[# BEGIN Steve Buckley #
AlainI support your comments on strengthening the cultural diversity section. This could also include referencing the UNESCO sponsored Universal Declaration on Cultural Diversity as well as the (growing) call for an International Convention.Steve

#END Steve Buckley #]
[ # BEGIN Alain Ambrosi 20 August 2003 #

Hi SteveI was wondering if we had to refer to UNESCO as being the leader of this international covenant project. I have had so many problems even with UNESCO people trying to support the 1995 Unesco's "Our cultural diversity" conclusions where this idea has its originFinally it is maybe better to do it.  the end of the sentence could be read "...and support the idea of an International Covenant on cultural diversity" under the banner of UNESCO "
# END Alain Ambrosi #]
[#BEGIN Kuhlen #

Cultural and linguistic diversity: We should clearly separate the aspect of media diversity and the role (and perhaps the need) of public radio/community media form the broader aspect of cultural diversity in general. Otherwise we run the risque that the media lobby people (as happened in Paris) (mis)use the positive connotation of the concept of cultural diversity for their own purposes. Of course, civil society organisations support the freedom of the press/media  and opppose media (both private/commercial and public/state) monopolies but this will not solve (a) the challenge of protecting and furthering cultural diversity in general, (b) the protection of the cultural heritage (maybe the UNESCO Programme Memory of the World could be mentioned here), (c) the protection of indigenous knowledge (for example against commercial exploitation) etc. Civil society organisations can refer here to the UNESCO declaration on cultural diversity (2002) and to the Brixen declaration on cultural diversity by the European Regional Ministers for Culture and Education (2002) and should support the UNESCO´s attempts to have a (more legally binding) Convention on cultural diversity adopted (planned for the General Conference in 2005). We should emphasize the importance of cultural diversity for sustainable development and should refer to the parallelism of biodiversity and cultural diversity.

#END Kuhlen#]
Gender 

Evidence of governments' commitment to gender equality and women's empowerment remain largely absent from the WSIS Agenda.

The Declaration must adopt as a statement of principle a fundamental commitment to gender equality, non-discrimination and women's empowerment, and recognize these as non-negotiable and essential prerequisites to an equitable and people-centred development within the Information Society.

To advance gender equality and women's empowerment in the Information society, the Action Plan must demonstrate commitment to redress the effects of the intersection of unequal power relations in the social, economic and political spheres, which manifests in differential access, choice, opportunity, participation, status and control over resources between women and men as well as communities in terms of class, ethnicity, religion, race, geographical location and development status.

The Action Plan should endorse the call of gender and ICT advocates for the development of governance and policy frameworks, the setting of quantitative and qualitative targets, programmes, activities, applications and tools, and a system of monitoring and evaluation which would redress shortcomings of current gender mainstreaming approaches.
[# BEGIN Kuhlen/Jensen #

Gender: 

comment  from Heike Jensen (gender): Additional sentence at the end of third paragraph: "Special attention must be given to the fact that within each disadvantaged group that is not expressly based on gender, girls and women still form the most vulnerable constituency."

#END Kuhlen/Jensen #]

"Information security" 

Existing policies on information security often impinge unnecessarily upon the rights of individuals, and may be technologically and economically problematic.  The Declaration should contain, as a statement of principle, that the informed involvement of all stakeholders is an essential component to the development of any policy at the local, national, and international levels.

The action plan must address efforts to create a culture of security and confidence in technological, economic, and legal issues that help to ensure a technologically reliable infrastructure.  This includes calling for education and open discourse, inventories of recommended best practices (such as OECD privacy guidelines and the European Parliament Committee proposal for a Council Framework Decision on attacks against information systems) and impact assessments of potential policies.

The lack of civil liberties consideration in many existing national and international frameworks and conventions makes these solutions inappropriate including current trends in increased surveillance, monitoring, data-retention, mining and profiling.  The action plan should include a call for developing means through which local and international stakeholders can ensure equitable and just protection of rights as international legal solutions are devised.

We oppose calls by some governments to support the Council of Europe's Cybercrime Convention or models based on the convention. Civil society organisations have been working for a number of years to educate and inform the convention's development to little avail and are now opposing its ratification because of its overly broad mandate, its insensitivity to local issues and its disregard for civil liberties.
The WSIS should also recognize that one of the greatest threats to "information security" lies in the militarization of information space, including the development and deployment of "infowar" technologies and techniques; the deployment of military software or hardware against civilian communications systems; the domination of satellite orbits for military purposes; and the purposeful destruction of civilian communication systems during conflicts in violation of international law. The WSIS should encourage the foundations for a future Convention against Information Warfare to address these concerns.

[#BEGIN Fullsack #
I recommend to mention at least ECHELON as one (of a lot) concrete example of what we do condemn § We mustn’t only restrict our opinion in abstract generalities !

#END Fullsack #]
[#BEGIN Kuhlen #

Information security: This is a particular controversial topic, and civil society organisations should be very careful in finding the appropriate formulations. Should we really support attempts to create a culture of security. This is a concept coined, to my knowledge by the OECD and is used intensively used by Microsoft etc (do we support TCPA?) – are the OECD or the EU the appropriate civil society partners (as mentioned in the text) for a security concept of civil society? The third paragraph makes it, fortunately, clear, that security cannot have priority over values such as privacy, anonymity in using information etc. The whole paragraph should make the ambivalence of  security much clearer or even the development towards a new contract between state and citizens (enforced about the 11th of September) where security has priority over cvil society rights. This we cannot allow to happen.

I hope we can keep the remarks against the Council of Europe´s  Cybercrime Convention – although this being a legally binding Convention will be hard to attack successfully. I support this paragraph strongly. In  general, I have the feeling that the civil society security people should move in to improve the security part of the text.
#END Kuhlen#]
[#BEGIN Bendrath #

Rainer is more than right.We are just finalizing the comments to the German government, and wecame up with the following changes for the paragraph 34 in the officialsummit declaration draft. We basically have substituted "security" with"reliability", which is much more precise and does not include thedanger of being used for "content security", i.e. censorship.
[old text, striked out](new text from us)34. Strengthening the trust framework including, inter alia,(reliability)[security], authentication, privacy and consumerprotection, is a prerequisite for the maturation of the InformationSociety and for building confidence among all users of ICTs. Ultimately,a global culture of ICT reliability [cyber-security] needs to bepromoted, developed and implemented in co-operation with allstakeholders and these efforts should be supported by increasedinternational cooperation. Therefore, governments should work in closecoordination with private enterprise, civil society and withinternational expert bodies in the field of network (reliability) [andinformation security] (and privacy). Within this (framework)[globalculture of cyber-security], it is important to strike a balance between,on the one hand, measures to enhance [security](reliability) and, on theother hand, the need to ensure the protection of data and privacy, aswell as to avoid the creation of barriers to access and trade. Inaddition, it must take into account the level of social and economicdevelopment of each country and respect, inter alia, thedevelopment-orientation of the InformationSociety.
#END Bendrath# ]
[# BEGIN De Silva #

I want to draw your attention to the comments by Canadian Civil Society groups on the "Lawful Access" proposals put forward by the Department of Justice, Canada. The summary of the discussions and submissions by various organizations, including the Vancouver Community Network can be accessed at: http://canada.justice.gc.ca/en/cons/la_al/summary/6.html
#RESPONSE to Rikke# 

There is a difference in the semantics: 

Reliabilty = consistency of charateristics or qualitySecurity = guards or guarantees safety
#END De Silva #]
[#BEGIN Rikke Frank Joergensen #

I like your suggestions. One problem that govn. may rise is that "reliability" is a bit fluffy (what does it exactly mean), whereas security is a more established ICT terminology.  I especially like getting rid of the "global culture of cyber-security" phrase.bestRikke, HR Caucus
--

but we dont only want consistency of characteristics or quality (of the data) we also want the data to secured (i.e. from privacy invasions) so according to that definition reliability might be too limited ?    -----Original Message-----From: Amali De Silva [mailto:amalidesilva@yahoo.com]Sent: 22. august 2003 10:19To: Frank Joergensen, Rikke; bendrath@zedat.fu-berlin.de; WSIS-CTSubject: RE: [WSIS-CT] InfoSec correction    There is a difference in the semantics:
#END Rikke Frank Joergensen #]
[#BEGIN Marzouki #

The word "reliability" should not be used in such a context, I'm afraid. In computer science and microelectronics, reliability (of computer systems) is only one of the means to measure the dependability of computer systems (or more precisely of computer systems services), with "dependability" being the most generic terms agreed upon and used by scientific experts since the publication of Laprie's famous article in 1985 [1]. In addition to "reliability", "availability" is one of the other measures of dependability.In the WSIS context, what is looked for is indeed security, i.e. against external malicious attacks (viruses, intrusions, piracy, ...), rather than against computer system hardware and software faults, environmental impact (e.g. radiation) or obsolescence. Thus, we should keep this word.However, we should address the danger of possibly meaning censorship and privacy infringement in the adopted text when speaking of "information security". The bad word here is not "security", but "information". Thus I suggest the CS document should use "ICT equipment and infrastructure security", rather than "information security", and the document should specially ban the "culture of security" phrase.[1] Jean-Claude Laprie. "Dependable Computing and Fault Tolerance: Concepts and Terminology". Proc. 15th IEEE International Symposium on Fault-Tolerant Computing. Ann Arbor, Michigan (1985) pp. 2-11.
#END Marzouki #]
[#BEGIN Bendrath #

Hi all,(To the infosec caucus people who are not on the CT list: We just have a small discussion on the revision of §§ 34 and 35 onInfoSec).(To the Germans: Ich werde das so einbauen bis Sonntag.)Meryem Marzouki wrote:>> The word "reliability" should not be used in such a context, (...)>> with "dependability" being the most generic terms I see. We will use depedability then. Thanks!>> In the WSIS context, what is looked for is indeed security, i.e.>> against external malicious attacks (viruses, intrusions, piracy, ...),>> rather than against computer system hardware and software faults,>> environmental impact (e.g. radiation) or obsolescence. Thus, we should>> keep this word.Our concern was that whenever you talk about "security" without exactlyspecifying what you want to secure and how, you run the risk of it beingused by the security agencies, i.e. for interception, attacks onprivacy, censorship etc. Therefore, we in Germany agreed not to use theterm at all.In general: Does dependability not include that the systems canwithstand an (electronic) attack from the outside? If yes, dependabilitywould be enough. If not, "security" measures will have to be directedagainst the attackers, and therefore would again end up withcriminalization etc., as in the CofE Cybercrime Convention - which westrongly oppose.Today in the editorial meeting here in Berlin, we agreed further to use"transparency" instead of "trust" in order to avoid unwillinglysupporting the so-called "Trusted Computing" efforts (TCPA etc. - whichmeans: trust the companies, not yourself).We also added a whole new paragraph on privacy to the chapter on"security". See text below.We will send out the final version of the German CS comment to ourgovernment as soon as it is finished. Should be ready by Tuesday. Ourexplanations and comments will be in German, but the suggested changesto the official drafts will be in English.Best, Ralf-------------------------5) Building privacy, transparency and reliability in the use of ICTs 34 NEW) The right to privacy is a human right and is essential for freeand self-determined human development in the knowledge society. It mustbe protected in the working environment as well.Respect for privacy allows for both participation and detachment inregard to social activities and opportunities. Every person must havethe right to decide freely whether and in what manner he/she wants toreceive information and communicate with others. The possibility ofreceiving information anonymously, irrespective of the source, must beensured for everyone.The power of the private sector and of governments over informationincreases the risk of manipulative access and surveillance and must bekept to a legally legitimized minimum. The collection, analysis andrelease of personal data - no matter by whom - should remain under thecontrol of the individual concerned.35 NEW (old 34 revised)) Building a transparent framework including,inter alia, dependability, authentication, privacy and consumerprotection, is a prerequisite for the maturation of the InformationSociety and for building confidence among all users of ICTs. Ultimately,a global culture of ICT dependability needs to be promoted, developedand implemented in cooperation with all stakeholders and these effortsshould be supported by increased international cooperation. Therefore,governments should work in close coordination with private enterprise,civil society and with international expert bodies in the field ofnetwork dependability and privacy. Within this framework, it isimportant to strike a balance between, on the one hand, measures toenhance reliability and data integrity and, on the other hand, the needto ensure the protection of data and privacy, as well as to avoid thecreation of barriers to access and trade. In addition, it must take intoaccount the level of social and economic development of each country andrespect, inter alia, the development-orientation of the InformationSociety.
#END Bendrath #]

Access and infrastructure
Global universal access to communication and information should be a target of the WSIS action plan. The expansion of the information infrastructure should be based on recognition of a universal right to communicate and principles of equality and partnership and guided by regulation at both national and international levels.  
[ # BEGIN Fullsack #
CSDPTT point of view : The first conditional doesn’t apply : universal access is one of the main targets of WSIS ; it’s concrete objective is one access per village in all DCs by 2005 (end of WSIS process) 

Moreover, no philosophy to justify access and infrastructure implementation ! We need to be simply realistic and state that network access and infrastructure is basically THE prerequisite of ICT deployment and usage.
# END Fullsack # ]
The integration of access, infrastructure and training of the citizenry and the generation of local content, in a framework of social networks and clear public or private policies, is a key basis for the development of egalitarian and inclusive information societies.  The evolution of policy should be coordinated internationally but enable a diversity of appropriate solutions based on national and regional input and international sharing of information and resources. This should be people-centered and process-orientated, rather than technologically determined and expert dominated.
[ # BEGIN Fullsack #

What does “clear” mean in this statement ? This is to be clarified possibly by an example or a comprehensive complement.

You won’t wonder if I’m opposed to the second part of the sentence. We still need “technologists” and “experts” dominating … really their domain (no lobbyists or pseudo–engineers) but also have an actual experience in DCs networks and services development as well as a solid commitment in reducing the social and communication North South divide ! This must be basically admitted by civil society, rather than opposing technical experience and human rights or people centered approaches that nobody denies !

# END Fullsack #]
International bandwidth costs and allocation of spectrum and geo-stationary positions should be equitable and the current burdens of cost unfairly weighted to under-developed contexts must be eliminated.

National access and infrastructure plans must address the divide between socio-economic groups and between urban and rural areas.   People with disabilities and others who require special consideration in terms of accessibility such as the elderly should have access to appropriate equipment and services.  Governments should be encouraged to ensure democratic management of radio frequencies, including access for community media.

Free/open source software that enables access and the development of capacity should be an essential component of all communications roll out plans. Governments should be encouraged to adopt free/open source software as far as possible, since their use of proprietary software is both economically unsustainable and compromising in terms of transparency and security.

[ Jean-Louis Fullsack:

This § doesn’t have its place here in access & infrastructure issues. So either it has to be deleted or to be shifted to “Global knowledge commons” ]

WSIS should agree to draw up an International Convention on a policy of subsidized tariffs and prices for digital inclusion public policies and projects, and of the fair renegotiation of bilateral network interconnections and multilateral peering agreements, towards better balanced and lower cost international route, Internet bandwidth and hub repartition.
Specific needs and requirements of all stakeholders, especially those with disabilities, must be considered in ICT design and development.  Accessibility and inclusiveness of ICTs is best done at the earliest stage of design, development and production, so that the information society is to become the society for all, at the minimum cost.

Whenever such approach may not be readily achievable under any circumstances, all attempts must be made to ensure that information content, methods of communication and ICTs will be accessible to persons with diverse types of disabilities and/or needs.
[# BEGIN Kuhlen #

Access and Infrastructure: No further comments, reminding that access does not only mean access to the technical infrastructure.

#END Kuhlen#]
[#BEGIN Marzouki #
Since the CR caucus doesn't refer any more to a "right to communicate", but rather to "communication rights", this should also be reflected by modifying the second sentence of the "Access and infrastructure" section. The sentence should therefore become:"The expansion of the information infrastructure should be based on recognition of the communication rights that are part of the international bill of human rights and of principles of equality and partnership and guided by regulation at both national and international levels."instead of:"The expansion of the information infrastructure should be based on recognition of a universal right to communicate and principles of equality and partnership and guided by regulation at both national and international levels."
#END Marzouki #]
Global ICT Governance

In an information and communication society, good governance must be based on the values of participation, inclusiveness, transparency and accountability.  This particularly implies the democratic management of international bodies dealing with ICTs. Given the borderless characteristics of ICTs, decision-making bodies should respect the principles of democracy and openness as well as sovereignty.

In particular, the management of the core resources of the Internet, that are the Internet protocols, standards and identifiers such as domain names and IP addresses, must serve the public interest at the global, national and local levels. Furthermore, any decision made on protocols and standards should be compatible with international human rights standards articulated in the International Bill of Rights (i.e. the Universal Declaration of Human Rights, the International Covenant on Civil and Political Rights; and the International Covenant on Economic, Social and Cultural Rights), and specially the rights to freedom of expression, to privacy, and the principle of non-discrimination. Such decisions should also allow for a better-balanced flow of information.

[ # BEGIN Jean-Louis Fullsack #

I can’t understand the reasons who led to delete this last §. It stated what is basic for a “basic citizen” : 

· “full participation of all stakeholders : this means that civil society is considered and treated as an equal partner too other stakeholders (same rights to propose and discuss, in the same arenas at least).

· “serving public interests” : i.e. as opposed to the only market driven or corporate interests. Thus it is the only guarantee that even minority groups are included in mechanism definition and agreement.

· “compatibility with human rights standards” : what by the hell bothers actual civil society members in this basic statement ? I’m really concerned by such a censorship in “our” group !

# END Jean-Louis Fullsack # ]

[ # BEGIN Kleinwachter #
Wolfgang KLEINWÄCHTER / ICT Governance Caucus
Global ICT Governance

In an information and communication society, good governance must be based on the values of participation, inclusiveness, transparency and accountability.  This particularly implies the democratic management of international bodies dealing with ICTs. Given the borderless characteristics of ICTs, decision-making bodies should respect the principles of democracy and openness as well as sovereignty.

Governance issues related to the Internet, primarily the technical coordination of internet identifiers, protocols and root servers, is a complex challenge which needs a complex reaction and has to include all stakeholders - civil society, private industry and governments. No single body and no single stakeholder group is able to manage these challenges alone. 

This multistakeholder approach should be the guiding principle both for the technical coordination of the Internet as well as for broader public policy issues, related to cyberspace in general.  The “Internet Tradition” of community decision-making, characterized by the IETF motto “rough consensus and running code”, has involved bottom up processes since the inception of the Internet. The development of policies and frameworks in this context must continue to be a bottom-up process. This bottom up policy development process (PDP) should be as inclusive as possible, transparent and open for participation by all interested parties, in particular for civil society and individual Internet users. In every country, management of Internet resources and related public policy should be built in the interest of and in consensus with the national Internet communities. All decisions by governmental and non-governmental bodies should be compatible with international human rights standards (i.e. the Universal Declaration of Human Rights, the International Covenant on Civil and Political Rights; and the International Covenant on Economic, Social and Cultural Rights), and specially the rights to freedom of expression, to privacy, and the principle of non-discrimination. Such decisions should also allow for a better-balanced flow of information.

We regret, that the participation of individual Internet users, the at-large, has been diminished by the recent reform process of ICANN. We regret further, that developing countries do not play an adequate role in the global management of Internet ressources. And we have also concerns that growing governmental control over the Internet will reduce individual human rights and freedoms of internet users, in particular in fields like  like free speech, data protection and privacy.   

We see no need to for any intergovernmental organization to take responsibility for global management of domain names and IP addresses, but we see a need for ongoing improvement of the existing structures and mechanisms. There is a need for more openness and transparency, for more participation in and democratization of decision making. There is very pressing need to proceed with implementation and deployment of multilingual top level domains because multilingual top level domain names could be the start for enabling local communications and access to Internet content in the native languages which would promote pluralism and cultural diversity. And there is a need to hand over the control of the Internet Root Server System to the Global Internet community. 

Civil society has also concerns with the used language. "Internet Governance" is not an adequate terminology, it is confusing, misleading and invites governments to govern where there is no need for governmental involvment. We propose “Global ICT Governance” as an umbrella formulation, which includes also the global management of Internet identifiers

There are numerous inter-govenrmental organisations, dealing with Internet related public policy issues. Civil society would welcome if those organizations would improve both their inter-agency cooperation and coordination and include also all stakeholders, in particular civil society, in their policy development processes. 

In a broader context of ICT policy making and global governance, we invite the WSIS to consider launching a “Global Information Society Observation Council” (GISOC) which could serve as a meeting point for improved coordination, consultation and communication on ICT issues. Such a “Council” should be composed of representatives of governments, private industry and civil society. It could promote the exchange of information, experiences and best practices on issues from security and stability of information infrastructure to acces and participation rights in internet communication, from privacy to free speech, from IPR to eCommerce, from Internet Telephonie to P2P, from Ipv6 to ENUM. 

#END Kleinwachter # ]

[# BEGIN Kuhlen/Jensen #

Global ICT Governance: 

I am not an expert in this field; but I have the feeling that this paragraphs can be improved, according to the paper that the governance people have produced (Wolfgang Kleinwaechter, only to mention him, can make the text more concrete and relevant for action. There is no need to mention all the Conventions, Bills, Declarations and Covenants in the second paragraph. 

Additional comment  from Heike Jensen (gender): First paragraph, second sentence, instead of “particularly implies“ please use "includes"

#END Kuhlen/Jensen#]
[#BEGIN Pouzin #

Rainer, Wolfgang & others,Global ICT governance ! Is this a castle in the sky. The field of ICT is so vast, and so differently perceived, that it probably eludes any kind of governing. The way I could interpret governance in this context is a set of general rules. We need rules because a world without rules is actually a world ruled by gangsters. Then, the ones proposed by the preamble (Rainer Kuhlen 19 Aug 2003 12:34:08 +0200) seem to fit the need.Beyond this general approach, there are specific matters for which the CS can make more precise recommendations, e.g. health, education, gender, patents, etc. This shall be taken care of by other sections of the Priority Document. I just limit my posting to specific and well identified issues pertaining to the "management of common resources".Some common resources such as telephone numbers, or radio frequencies, have been managed for a number of years by international decision making. Such is not the case of IP numbers, which are managed unilaterally, with the result that more than 80 % of the assigned numbers are in the USA, thereby inducing a severe shortage in the rest of the world. This decision making mechanism goes against the general principles advocated by the CS. It should be changed to a transparent and internationally agreed mechanism.A second case is domain names, which must be expressed in, or mapped into, a sub-english alphabet. This goes against the principle of linguistic diversity. It also goes against the principle of subsidiarity as practiced by the EU. Let countries or linguistic groups define their alphabets and the methods to encode them.In short, a section on the management of common resources, rather than global ICT governance, seems more pragmatic and understandable by stakeholders at large. Perhaps a better chance for the CS to be heeded.
#END Pouzin#]
[#BEGIN Zielinski #

Louis Pouzin's message prompts me to write on one topic. As we know, the address space provided under Internet Protocol version4/IPv4 was divided in such a way (as he says) that 80% of the addressesended up in the US - where, for example, Stanford University has as manyIPv4 addresses as the whole of China. And (as he also says), there is ashortage of addresses under IPv4 which has a particularly skewed impact onlate joiners - i.e., the developing countries - and which has seriouslycompromised Internet security through forcing the use of such doubling-uparrangements as NATs (which have interfered with the concept of secureend-to-end communication). I don't think, however, that this is a governanceissue, but one of history. What is a governance issue is the roll-out of IPv6, which will take care ofthe shortage of addresses (offering trillions to every person on the planet- and to our dogs and toasters). This will enable the massive application(some might say infiltration) of the Internet in our lives, enabling all theBuck Rodgers fantasies of recent years to take place, the smart fridges andsuits, the implantable animal-disease-monitoring chips... There are many societal benefits of IPv6,as it will enable once more to haveend-to-end security of transmission. Nevertheless, the governance of thisdeployment now and in the coming years needs to be neutral and controlled,and the governance of IPv6 Internet that emerges after deployment must betransparent and accountable. Any mistakes we make now will be very costly interms of loss of existing personal freedoms. In my view, this message needsto be made very clear in documents aimed at WSIS, and should feature amongthe outputs of the Summit.
#END Zielinski #]
[#BEGIN Peak #

Chris, Louis:Please read John Klensin's paper on perceived IP address shortage,etc., at <http://www.itu.int/itudoc/itu-t/workshop/ipv6/003_ww9.doc>And perhaps of interest, an article at <http://news.zdnet.co.uk/story/0,,t269-s2136513,00.html> (no immediate shortage in the Asia Pacific, see link to an earlier scare-mongering article from here <http://news.com.com/2100-1028_3-1020653.html>)I don't think there is a shortage in the rest of the world, no one who needs is going without.
#END Peak #]
[#BEGIN Marzouki #

I hope the governance section will remain as it was in the August 3rd version!
- later that day to Kleinwachter -

I'm afraid this text doesn't take into account at all comments that were made on the governance working group list. In fact, the text proposed by Wolfgang hasn't been discussed on the working group list. I'm reproducing hereafter comments and suggestions that I've sent to the governance list on July 23rd.In summary, we have to recognize that the governance issue is highly controversial among CS organizations themselves, and that a consensus cannot be reached on this. So the best solution is to keep the governance section as proposed in the August 3rd version of the CS Priorities document for PC3, posted by Bill McIver.
#END Marzouki #]
[#BEGIN Kleinwachter #

-- Responding to Marzouki --

the text from August 3 was never discussed on the list and I have strong objections.Please be as concret as possible what the objections are. In case the controversies can not be bridged we should not be afraid to introduce a more flexible concept by openly acknowleding that there are different views in CS (which should not be a surprise for anybody) and formulate alternative options in the document. We could explain this by saying that the issue is under further discussion in the Caucus and other groups. This would at the end of the day even strengthen our image and position and make our whole approach more serious. If government work with brackets and alternative language, why CS - which is even more divers - should not do the same in a working document? 
#END Kleinwachter #]
[#BEGIN Zielinski #

I don't have the time right now to ferret around for the very manyreferences documenting the fact that if everyone decided to go online today,we could not provide them with their own IP address. In any case, themathematics is quite straightforward: IPv4 provides 2 exp 32 addresses -just over 4 bn. For technical reasons, we cannot use all the addressprovided under IPv4 and large chunks of these addresses were allocated atthe beginning to a few institutions. There are over 6 bn people on theplanet today. So we do not today have an IP address for everyone to have anInternet presence if they wanted it (note the qualifications). In order todeal with this on an interim basis, such security-sapping approaches asusing Network Address Translators (NATs) were introduced. So we arepotentially short of addresses and what we have is not secure. That's why introducing IPv6, with its 128-bit addresses (providing just over4 billion x 4 billion x 4 billion x 4 billion globally unique IP addresses)is of relevance to the potentially disenfranchised, and for all thoseconcerned about end-to-end security on the Net. So IPv4 is on its way out, sooner or later, and IPv6 is on its way in. WhileI welcome this from the perspective of provision of IP addresses andsecurity, I am wary of the implicit potentials for social harm that need tobe addressed in this roll-out. A debate on when IPv4 will be replaced byIPv6 is a red herring, in my view - let's consider what an IPv6 world needsto have in the way of governance in order protect itself against invasionsof privacy, lack of security, etc. (which are of course not a by-product ofthe technology, but by the potentials it will unleash).I have no industry ties whatsoever, by the way - I notice that thejournalism you cited suggests that the introduction of IPv6 is somehow beingpushed by commercial concerns. I wish! It is the lack of enough commercialinterest that is slowing down the introduction of IPv6, not the other wayround!
#END Zielinski #]
Attention to other regional and international processes

Finally, we wish to draw the attention of the different stakeholders active in the WSIS process to a major risk.  Essential decisions are already being taken, in other regional and international political arenas that may not be consistent with the vision and values elaborated at this Summit.  

Work in progress of supra-national organisations such as the Council of Europe (e.g. its CyberCrime Treaty), the European Union (e.g. its Directives on copyright and software patents), the WIPO, the ITU itself (e.g. its new rules on collection tariffs or taxes de répartition), the WTO (e.g. its decisions taken within the frame of the GATTS) all have huge potential consequences for knowledge, education and culture. 

We therefore recommend that the WSIS participants: 

1. Establish a multi-stakeholders observatory committee that would be responsible for:

· mapping decision-making in other political arenas that impacts or intersects with the WSIS agenda;

· establishing a monitoring system to ensure that decisions taken in other political arenas that relate to the information society are consistent with the general framework established by the WSIS process; and

· reporting to all stakeholders of the WSIS on a regular basis until December 2005.

2. In the development of international legal frameworks, give preference to those bodies which empower the effective participation of developing countries in decision making process to redress the current trend of exporting of frameworks developed by Western countries, to the global level. 

[#BEGIN Jean-Louis Fullsack #
personally i’d prefer a stronger term : deflect or stop !
#END Fullsack #]
[#BEGIN Marzouki #

Finally, don't forget to correct the GATS acronym (spelling it "GATTS" is a result of my original mistake!).
#END Marzouki #]
Endorsements

ABANTU for Development

African Caucus of WSIS

Alcimar Silva de Queiroz – Pesquisador, Universidade de São Paulo, Faculdade de Educação, Brasil, http://www.usp.br

Asociación Latinoamericana de Educación Radiofónica (ALER) (Latin American Association of Educational Radio ), Víctor Van Oeyen, http://www.aler.org.ec 

Alfa-Redi - Peru

African Women's Development and Communication Network (FEMNET)

Agencia Latinoamericana de Información - ALAI – LAC, Sally Burch, www.alainet.org

Agraria del Ministerio de Agricultura – Perú, Juan Fernando Bossio

AMARC Africa

ANAICE (for the promotion of child,youth and women rights, accreditation to Wsis, Mme Ouassa Tiekoura,focal point of Niger)

APC Women's Networking Support Programme (APCWNSP)

ARTICLE 19 - Africa Program

Asia Pacific Workers Solidarity

Asociación Argentina de Teletrabajo - ArgentinaAngelica Abdallah García www.aat-ar.org

Asociación Mundial de Radios Comunitarias AMARC - LACFernando Lópezwww.amarc.org

Association for Progressive Communications (APC) / La Asociación para el Progreso de las Comunicaciones

BIBLIONET Grupo para el Desarrollo y la Aplicación de TIC – Perú, Julio Santillán

Bread for all, Switzerland

Center for Development of International Law (accredited to WSIS, consultative status with ECOSOC)

Centro de Estudios de la Mujer de la Universidad Central de Venezuela – Venezuela, Holanda Castro, cem.tripod.com.ve

Centro de Teletrabajo y Teleformación Universidad de Buenos Aires – Argentina, Beatriz Busaniche, www.caminandoutopias.org.ar

Citizens’Action Network

Civil Network for Cultural Reform

Colnodo – Colombia, Ariel Barbosa, www.colnodo.org.co

Communication Rights in the Information Society (CRIS Campaign)

Communication Rights in the Information Society (CRIS Campaign)- Bolivia, Julia Velasco

Comunidad Alfa - Redi – LAC, Erick Iriarte Ahon, www.alfa-redi.org

Communities Online,UK -- accredited

Community Media Association

Community Media Network, Ireland, accredited
Computer Professionals for Social Responsibility (CPSR)

Computer Professionals for Social Responsibility (CPSR) – Perú, Katitza Rodríguez

Consumer Federation of America (WSIS accreditation pending)

Corporación Universitaria de Ibagué. Área de Humanidades y Ciencias  Sociales, María del Carmen Moreno Vélez, www.cui.edu.co, sead.cui.edu.co, www.proyectoeva.org.co
CREIS (Centre de coordination pour la recherche et l'enseignement en informatique et société)

Disability Family
Ecuanex – Ecuador Diana Andrade www.ecuanex.net

EMPA Swiss Lab

The Environment and ICT Working Group

Fantsuam Foundation

Foundation for Media Alternatives (Philippines) 

Fundación Acceso

Fundación Redes y Desarrollo (FUNREDES) República Dominicana y Venezuela, Daniel Pimienta, Luis Germán Rodriguez, funredes.org

Free Press, USA

Global Contract Foundation

Global Society Dialogue

GLOCOM

Highway Africa

Independiente, Erika Areli Villegas

Infolink – Brasil, Alisón Cabral, www.infolink.com.br

Instituto Latinoamericano de Investigaciones Sociales (ILDIS) – LAC, Marco Navas, www.ildis.org.ec

International Association for Media and Communication Research

International Movement ATD Fourth World
Knowledge and Rights with Young people through Safer Spaces (KRYSS) Inc.
Korean Civil Society Network for WSIS:

· Korean Progressive Network (Jinbonet)

· PeaceNet

· Labor News Production

· Korean Federation for Environment Movement

· Korean Labor Net

· People’s Solidarity for the Participatory Democracy

· IPLeft

· Korean Confederation of Trade Unions

· Korean Christian Network

· Media Center

· Civil Network for Cultural Reform

· Korea Women’s Association United 

· Citizens’Action Network

· Korea Contingent Workers Center

· Asia Pacific Workers Solidarity

· Research Institute for the Disables' Rights and Interest

· Kangwon Branch of the Korean People's Artists Federation

La Neta – México, Olinca Marino, www.laneta.apc.org

Diego Levis, Universidad San Andrés – Argentina, www.udesa.edu.ar

Media Institute of Southern Africa

Meridian FM, Ghana (Diana Heymann-Adu)

MISA - Media Institute of Southern Africa

Monitor Políticas y Derechos en Internet de APC – LAC, Valeria Betancourt, lac.derechos.apc.org

NETHICS e.V. (Ethics in the Net), Germany, Rainer Kuhlen, Chair

Nodo Tau – Argentina, Danilo Lujambio www.tau.org.ar

ONG ECO - Educación y Comunicaciones – Chile, Leonel Yáñez

Pachamama Peru-Argentina ,Ecuador ,Bolivia –Canada, Cecilia Rosalia Paiva, Presidenta Regional

PeaceNet

Periodista Independiente – España, Bárbara Yuste

People’s Solidarity for the Participatory Democracy

Planeta Paz – Colombia, Olga Gutiérrez, www.planetapaz.org

Programa de Apoyo a las Redes de Mujeres de APC – LAC, Dafne Plou, www.apcwomen.org

Proyectos de Información Local de la Dirección General de Información

Red Científica Peruana (RCP) – Perú, Eduardo Santoyo, www.rcp.net.pe

Red DAWN – Brasil, Magaly Pazello

Red de Información para el Tercer Sector (Rits) – Brasil, Paulo Lima, Graciela Selaimen, www.rits.org.br

Research Institute for the Disables' Rights and Interest

Rits - Rede de Informacoes para o Terceiro Setor - Brazil

SACOD - Southern African Communications for Development

SIGNIS (World Catholic Association for Communication)

Sistema de Información Estratégica Agropecuaria (SIEAGRO) – Ecuador, Patricio Bravo, www.ecoportal.net/ong/ongs/ceaa.htm

Southern African Communications for Development

Swiss Coalition of Development Organizations

Telecommunities Canada (TC) (accredited to WSIS)

Union for Democratic Communications (accredited NGO to WSIS, Lisa McLaughlin, UDC representative to the WSIS)

The United Methodist Church (James Winkler,  General Secretary,  General Board of Church and Society,  The United Methodist Church with some reservations in the area of "information security".)

Université de l'Atlantique (Nnenna Nwakanma)

University of Aarhus (Wolfgang Kleinwächter registered observer)

Vancouver Community Network, Canada

Vecam

Virtual Activism

Voice of the Listener & Viewer (VLV)

WACC (World Association for Christian Communication)

World Association of Community Radio Broadcasters (AMARC)

World Federalist Movement (accredited to WSIS, consultative status with ECOSOC)

Zazieweb, La communauté des e-lecteurs, http://www.zazieweb.fr
--------------------
OTHER COMMENTS and SUGGESTED ADDITIONS

[# BEGIN #

Jean-Louis Fullsack:

Note 

Neither of our contribution sent prior to the Paris meeting in response to the 12 july version is taken in account in this latest version of SC priorities ; therefore CSDPTT can’t endorse this document.

However we still are disposed to work with and contribute to the “C&T Working Group” you are chairing with Sally.

That’s why I’ll propose in a near future the set-up (at the beginning of PrepCom-3 ;.g.) within the Civil Society Plenary of a Working Group on Access, Infrastructure and Financing whose “constitutional bases” are to be found in my presentation at the Intersessional Meeting Thursday 17th July. As you know, I object to the term “caucus” because it is too much tied to US political/commercial shows from which I distance myself definitely. So far I’d be pleased to have your opinion, and of course Sally’s one. 

Many thanks for your kind reply

Best regards 

Jean-Louis Fullsack

# END #]
[# BEGIN #
Antonino Serra Cambaceres:
ESPAÑOL
Protección del ConsumidorUn aspecto importante de la nueva sociedad de la información es laexistencia de un mercado electrónico que no está limitado por la geografía.A lo largo del mundo se ve al comercio electrónico como un medio que puedeentregar beneficios económicos significativos a los consumidores y a lospaíses menos desarrollados, y los países están reconociendo cada vez más lavalidez legal de los documentos y comunicaciones electrónicas. Comoresultado, el comercio electrónico está creciendo rápidamente.Junto con los beneficios obvios que este nuevo modo de comercio trae paralos consumidores (por ejemplo, comodidad, mayor posibilidad de elección,precios más bajos), aparecen nuevos problemas. Por ejemplo, dado que losproductos y el proveedor no pueden verse personalmente, la información quese entrega es particularmente importante en el ambiente on line. Debido aque las posibilidades de errores involuntarios crece (por ejemplo, erroresde tipeo), se necesitan reglas para clarificar los derechos yresponsabilidades ante estas situaciones. Ante el aumento de posiblestransacciones fraudulentas debido a fallas en los mecanismos de seguridad online, los consumidores necesitan ser protegidos ya que se exponen a unaresponsabilidad generada por un hecho no imputable a su culpa. Debido a quelos medios electrónicos generan novedosas oportunidades de engaños yfraudes, se necesitan reglas claras contra las prácticas comercialesengañosas, y la aplicación efectiva de esas reglas de manera transfronterizaes un tema crítico.El territorialidad de la ley es desafiada por la universalidad del Internet.Para mantener una sólida base de confianza del consumidor en el mercadoelectrónico, es esencial que estos problemas sean tratados a través de unmarco regulador internacional que establezca normas claras y precisas sobrela protección del consumidor on line.
ENGLISHConsumer ProtectionAn important aspect of the new information society is the emergence of anelectronic marketplace that is not limited by geography.  Throughout theworld, electronic commerce is seen as delivering significant economicbenefits to consumers and least developed countries,  and countries areincreasingly giving legal status to electronic documents and communications.As a result, electronic commerce is rapidly growing.Along with the obvious benefits of this new mode of commerce to individualsin their roles as consumers (e.g., convenience, greater choice, lower cost),come new problems.  For example, because products cannot be seen in person,and the vendor cannot be judged by its physical presence, disclosure ofinformation is particularly important in the online environment. Because ofthe unique potential for unintentional ordering online (e.g., keystrokeerror), rules are needed to clarify rights and responsibilities in thecontext of such mistakes. Because of the potential for unauthorizedtransactions due to failure of online security mechanisms, consumers need tobe protected from exposure to liability for losses due to no fault of theirown. Because of the new opportunities for fraudulent and misleadingbehaviour that the electronic medium affords, clear rules against deceptivebusiness practices, and the effective enforcement of such rules acrossborders, are critical.The territoriality of the law is challenged by the universality of theInternet.  In order to provide a solid basis for consumer trust andconfidence in the electronic marketplace, it is essential that these issuesbe addressed through an international regulatory framework that establishesclear and fair standards of consumer protection online.
FRANÇAIS
La protection des consummateursL’émergence d’un marché électronique qui ne soit pas limité par lagéographie constitue un aspect important de la nouvelle société de l’information. À travers le monde, on estime que le commerce électroniquepermettra des bienfaits économiques significatifs pour les consommateursainsi que pour les moyen developées économies, et de plus en plus de paysdonnent un statut légal aux documents et aux communications électroniques.Conséquemment, le commerce électronique croît rapidement.Parallèlement aux bénéfices évidents qu’obtiennent les individus dans leurrôle de consommateurs (notamment la commodité, le plus grand choix, unebaisse des prix) viennent de nouveaux problèmes. Par exemple, le fait queles produits ne peuvent être vus en personne et que le commerce ne puisseêtre évalué dans sa présence physique, la disponibilité d’information estparticulièrement importante dans l’environnement Internet. Le risque d’achats non-intentionnels par Internet (par exemple parce qu’on touche uneclé du clavier) impose que soient élaborées des règles pour clarifier lesdroits et les responsabilités en de tels cas. De même compte tenu du risqueque soient faites des transactions non-autorisées à cause de failles dansles mécanismes de sécurité, les consommateurs doivent être protégés afin qu’on ne leur impose pas la responsabilité de pertes qui ne sont pas de leurfaute. Enfin compte tenu des possibilités de comportements frauduleux ettrompeurs que permet le nouveau média, il est essentiel que soientdéveloppées des règles claires contres des pratiques d’affaires trompeuseset que ces règles soient appliqués outre-frontières.L’application des lois sur un territoire est mise à rude épreuve par l’universalité d’Internet. Pour construire une solide confiance desconsommateurs dans le marché électronique, il est essentiel que cesquestions soient traitées dans un cadre réglementaire qui établisse desnormes claires et justes de protection des consommateurs dans le commerceélectronique.
# END Serra #]
[ # BEGIN Alain Ambrosi #
Alain Ambrosi

[…] I for sure would put more emphasis on information and communication as "common good" (with all the implications it means) on top of the text as I proposed  in the HR caucus previous to the intersession. However after reading  through the debates and seeing the governmental positions on the issues on the Right to Communicate and security (including my own canadian government !), I think the way the human rights sectio is formulated is adequate to put on the map and promote the idea of "communication rights". […]
# END Alain Ambrosi #]
[ # BEGIN Ken Jarboe

Kenan Jarboe wrote:> A routine administrative announcement by the US State Department yesterday highlighted an issue that I believe has not been adequately addressed: the right to access information and government services in numerous formats - including non-digital format.  Yesterday, the State Department announced that it would no longer accept paper applications for its "diversity visa" program (this is the annual visa lottery) (see State Department press release: <http://www.state.gov/r/pa/prs/ps/2003/23329.htm>http://www.state.gov/r/pa/prs/ps/2003/23329.htm). All applications must be submitted through the State Department web site and include a digital photo.  As some immediately pointed out, this places those who do not have easy access to the Internet (especially in poor nations) at a major disadvantage in applying for the program.>> The thrust of the WSIS is to increase the utilization of ICT for a number of beneficial purposes: poverty reduction, health care, education etc.  However, the function of  ICT is to increase communications and access to information.  What if ICT is used to decrease access -- not simply through means of censorship -- but inadvertently by shutting down other forms of information access?>> Unfortunately, this substitution process seems to be exactly what is happening in the push for e-government.  By putting everything on-line and only on-line, governments (with the best of intentions of improving service and cutting administrative overhead) shut down existing non-digital forms of access.>> There has been some focus with the PrepCom process on the importance of traditional media and community media --and on multiple access points to the ICT network.  My point is different: that access to public information and government services must be available to citizens in a format that they choose -- for some (like me) it may be on-line, for others it may be paper.  The issue is not just access to the ICT network, but the preservation of existing channels of access to information and government services.  Not everyone will ever be "wired" -- either by choice or by circumstance.  [The importance of maintaining alternative mechanisms was a lesson that US banks learned the hard way when they attempted to switch to an all ATM system and reduce or eliminate tellers -- and their customers revolted.]>> Somewhere in the Declaration we need a statement of the principle that ICT should be use to enhance and supplement existing access to information and government services and not substitute for existing forms of access.  Otherwise, we risk creating an information superhighway system where the only way to get to government services is by the ICT-equivalent of having to drive on the autobahn in a Porsche when we also need the information and communications access equivalents of taking the bus, riding your bicycle or simply walking.>> Our focus must continue to be on information and communications -- not simply on information and communications technologies.  I would submit that there is a big difference between the two.>> 

# END Ken Jarboe # ]
[# BEGIN Rainer 08/21/03 #

There need to be a terminological consistency: at the beginning the concept “information and communication technologies” is used; in other parts of the document (at the end of the human rights paragraph) we still talk about “information and knowledge societies”. I prefer “information and communication societies”.

Missing: remarks on digital divide in general and measures (in the Action Plan) to overcome the divide, in particular  realistic and feasible proposals for a global solidarity fund which, so far, will not be supported by the majority of Western/Northern countries, but asked for by most of the countries of the South. Is there a civil society position?

# END Rainer #]
[# BEGIN Marzouki #

"information and communication societies" should replace "the information society" phrase throughout the document, like we did in previous CS documents (except when developing the WSIS acronym, of course).
#END Marzouki #]
[#BEGIN Anderson #

· See the document Anderson sent in the directory --
I am still somewhat dismayed to view the Civil Society priorities paper andfind there is still nothing in it on Health & Safety issues or WorkersRights.If Civil  Society doesn't have as one of its priorities fundamentalprotections for workers in the information society, how can we expectGovernments to take us seriously.  We also have a responsibility to ensurethat Health & Safety issues with the use of ICT's are raised and dealtwith.In that regard the Trade Union caucus believes that the Civil Societypriorities paper must at least contain the following words:There must be safe and healthy, secure and fair working conditions, whichare based on fundamental rights and core labour standards and built onprinciples of social justice and gender equality, for all workers in theInformation Society.For your information the following are the clauses in the Draft Declarationand Draft action plan that the trade union caucus believes still needchanging.Article 10 of the Draft Declaration   Change"The recognition and application of fundamental rights and core labourstandards" instead of "The respect for internationally recognised humanrightsand fundamental freedoms"   New lineAn effective public service which should remain in the hands ofdemocratically accountable agencies and not be transferred into the handsof an unaccountable private sector.Article 34 of the Draft Declaration   New lineCopyright exemptions should be limited. Rights holders must be protected,including the need to grant a fair remuneration to right holders for theuse of their work.   New lineAuthors must be encouraged to retain ownership of their authors' rights andnot to automatically transfer rights to publishers or other intermediaries.Article 35 of the Draft Declaration   New 35EUniform legal protection of communications privacy is needed to avoidinterference and monitoring of Internet traffic and personal communicationsat the workplace. For exceptional cases at the workplace regulations andcollectively negotiated agreements are required to determine who can carryout the monitoring and under which conditions. Where information servicesare subject to content rules they must not be intrusive, nor go beyondexisting laws. "Editorial independence of media professionals and creatorsmust be protected."Paragraph 12 of the Draft Action Plan   New lineOpen access must take into account the specificities of right holders'protected works. According to article 27 of the Universal Declaration ofHuman Rights authors have a right of protection of the moral and materialinterests of their work. Therefore, a copyright protected work either indigital or analogue format can not be made available for free.Paragraph 17 of the Draft Action Plan   New line"Trade unions are both an important sector of civil society, and a coreelement of global industry. Labour, together with civil society, businessand governments have to create a common movement to overcome the social andthe digital divide."Paragraph 40 of the Draft Action Plan   New LineSafe and healthy, secure and fair working conditions, which are based onfundamental rights and core labour standards and built on principles ofsocial justice and gender equality, for all workers in the InformationSociety.Paragraph 44 of the Draft Action Plan   New linePolicies should be promoted  to build up the infrastructure of theinformation society by ensuring the responsible re-investment oftelecommunications profits made in developing countries to benefit thosecountries, whether that re-investment comes from the public or the privatesector.
#END Anderson #]
[#BEGIN Joly #

· In response to Anderson -

For  Europe and othersIl s'agit de s'associer à la manifestation contre le projet de directivesur les brevets logiciels [1] qui est organisée à Bruxelles le mercredi27 aout devant le Parlement Européen sur la place du Luxembourg.La manifestation organisée par l'alliance Eurolinux.org et Ffii.org [2]est prévue de 12H00 à 14H00. Ceci est peut-être la dernière occasionpour les simples citoyens d'influencer le débat démocratique en montrantleur opposition à une extension de ce qui est brevetable aux logiciels.Il est évident que les 160.000 signataires de la pétition d'Eurolinux[3] ne pourront pas être présents mais les organisateurs comptent surune mobilisation européenne.Tous ceux qui ne peuvent pas venir en personne et qui sont webmaster,responsable de projet logiciel ou tout simplement possèdent unehomepage, peuvent participer [4] à cette protestation virtuelle.[1] http://wiki.ael.be/index.php/BigDemo27aug[2] http://swpat.ffii.org/news/03/demo0819/index.en.html[3] http://petition.eurolinux.org[4] http://swpat.ffii.org/group/demo/index.en.html----- Original Message -----From: <neil.anderson@union-network.org>To: <ct@wsis-cs.org>Cc: <alke.boessiger@union-network.org>; <gerd.rohde@union-network.org>Sent: Friday, August 22, 2003 3:53 PMSubject: [WSIS-CT] CS priorities paper
#END Joly #]
